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North Tyneside Council

Freedom of Information Request FOI1459

Request:

I am writing under the Freedom of Information Act 2000 to request information about cyber-attacks, cyber security
incidents and ransomware attacks affecting your authority.

| am asking the information for each of the years 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date (I
will take the date or your reply unless you specify the date).

I am using the following definitions in accordance to guidelines given by the National Cyber Security Centre (NCSC).
https://www.ncsc.gov.uk/information/ncsc-glossary

Cyber-attack: a malicious attempt to damage, disrupt or gain unauthorised access to computer systems, networks or
devices, via cyber means

Cyber security incident: a breach of a systema€™ s security policy in order to affect its integrity or availability or the
unauthorised access or attempted access to a system

Ransomware: Malicious software that makes data or systems unusable until the victim makes payment

1. Please provide details of how many cyber-attacks to computer systems, networks or devices have taken place in
each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

2. Please provide details of how many cyber security incidents caused internal systems or devices to be infected or
for services to be affected in each of 2014-15, 2015-16, 2016-17,2017-18, 2018-19 and 2019-20 to date.

3. Please provide details of how many ransomware attacks have been made to your computer systems, networks or
devices in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

4. How many cyber-attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18,
2018-19 and 2019-20 to date?

5. How many cyber security incidents have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17,
2017-18, 2018-19 and 2019-20 to date?

6. How many ransomware attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-
18,2018-19 and 2019-20 to date?

7. On how many occasions has the authority paid money those involved in a ransomware attack a8€“ whether that is
described as a ransom, fine, payment to unlock, purchase of unlocking product, fixing fee or any other payment to
necessitate returning your systems to normal in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-
20 to date?

8. For any occasions referred to in question 7 please provide the date and the amount paid, including currency and
method of payment, such as electronic transfer, Paypal, Bitcoin or any other means of paying the fee.

Please confirm whether ransomware attacks in your answer to question 3 have also been included in the totals for cyber-
attacks and cyber security incidents in questions 1 and 2.

Please provide the answers to questions 1-7 by filling in the following table, with answers to question 8 listed separately if
applicable. If you are replying with an attachment, please provide the data in an Excel spreadsheet, not a PDF or Word
document.

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You
are free to use it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any
other re-use of a commercial nature will require the permission of North Tyneside Council. Further enquiries in this respect
should be directed to Information Governance Team, North Tyneside Council, Quadrant, The Silver Link North, Cobalt
Business Park, North Tyneside, NE27 OBY.
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Please see attached

Submitted on 11/07/19.

Response:

I am writing under the Freedom of Information Act 2000 to request information about cyber-attacks, cyber security
incidents and ransomware attacks affecting your authority.

| am asking the information for each of the years 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date (I
will take the date or your reply unless you specify the date).

I am using the following definitions in accordance to guidelines given by the National Cyber Security Centre (NCSC).
https://www.ncsc.gov.uk/information/ncsc-glossary

Cyber-attack: a malicious attempt to damage, disrupt or gain unauthorised access to computer systems, networks or
devices, via cyber means

Cyber security incident: a breach of a systema€™ s security policy in order to affect its integrity or availability or the
unauthorised access or attempted access to a system

Ransomware: Malicious software that makes data or systems unusable until the victim makes payment

Please provide details of how many cyber-attacks to computer systems, networks or devices have taken place in each of
2014-15, 2015-16, 2016-17,2017-18, 2018-19 and 2019-20 to date.

20140
20150
2016 1
2017 1
20180
20190

Please note that these figures are those that had any effect on Council systems. The number of failed attempts blocked
by standard Council and/or ISP configurations (phishing, Spam with malware links, portscans &co) is a constant
background to any Internet connected organisation.

No data was lost or stolen; in each case one device was affected.

Please provide details of how many cyber security incidents caused internal systems or devices to be infected or for
services to be affected in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

No data was lost or stolen; in each case one device was affected.

Please provide details of how many ransomware attacks have been made to your computer systems, networks or
devices in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to date.

None

How many cyber-attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19
and 2019-20 to date?

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You
are free to use it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any
other re-use of a commercial nature will require the permission of North Tyneside Council. Further enquiries in this respect
should be directed to Information Governance Team, North Tyneside Council, Quadrant, The Silver Link North, Cobalt
Business Park, North Tyneside, NE27 OBY.
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None

How many cyber security incidents have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18,
2018-19 and 2019-20 to date?

None

How many ransomware attacks have caused the loss/breach of data in each of 2014-15, 2015-16, 2016-17, 2017-18,
2018-19 and 2019-20 to date?

None

On how many occasions has the authority paid money those involved in a ransomware attack &€ whether that is
described as a ransom, fine, payment to unlock, purchase of unlocking product, fixing fee or any other payment to
necessitate returning your systems to normal in each of 2014-15, 2015-16, 2016-17, 2017-18, 2018-19 and 2019-20 to
date?

None

For any occasions referred to in question 7 please provide the date and the amount paid, including currency and method
of payment, such as electronic transfer, Paypal, Bitcoin or any other means of paying the fee.

N/A

Please confirm whether ransomware attacks in your answer to question 3 have also been included in the totals for cyber-
attacks and cyber security incidents in questions 1 and 2.

N/A

Please provide the answers to questions 1-7 by filling in the following table, with answers to question 8 listed separately if
applicable. If you are replying with an attachment, please provide the data in an Excel spreadsheet, not a PDF or Word
document.

Please see attached

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You
are free to use it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any
other re-use of a commercial nature will require the permission of North Tyneside Council. Further enquiries in this respect
should be directed to Information Governance Team, North Tyneside Council, Quadrant, The Silver Link North, Cobalt
Business Park, North Tyneside, NE27 OBY.
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