Reference: FOI3061

Request:

Under the Freedom of Information Act 2000 may | kindly request the following information
about your IT Infrastructure Information. The information needed is as follows:

SECURITY / CYBERSECURITY:
What SEIM (Security Event and Incident Management) solution is used by your
organisation?

This information is exempt from disclosure under 31(1)(a) the prevention or
detection of crime. The Authority considers that disclosing this information would
make itself, more vulnerable to crime as it would expose to the public
vulnerabilities and information which could pose arisk to the Authority's ICT
security. Also, the information requested is not held by the Authority, as it
outsourced a number of its central “back-office” services to Engie under a long-
term contract that commenced on 1st November 2012. The arrangement will last
until 2022 but may be extended until 2027.

As such this service is provided for the Council by Engie as part of a much larger
ICT contract with a contract value of £4.656m per annum. Engie is a private
company and as such is exempt from the provisions of the Freedom of Information
Act.

When does your SEIM platform license subscription/contract come up for renewal?

The information requested is not held by the Authority, as it outsourced a number
of its central “back-office” services to Engie under a long-term contract that
commenced on 1st November 2012. The arrangement will last until 2022 but may be
extended until 2027.

As such this service is provided for the Council by Engie as part of a much larger
ICT contract with a contract value of £4.656m per annum. Engie is a private
company and as such is exempt from the provisions of the Freedom of Information
Act.

If the SEIM (Security Event and Incident Management) solution was purchased via third
party please disclose the contracting party’s details?

As response above.

Do you outsource your security management to a third party (managed security service
provider)?

The information supplied to you is owned by the council unless otherwise stated and may be protected by copyright. You are free to use
it for your own purposes, including any non-commercial research or for the purposes of news reporting. Any other re-use of a
commercial nature will require the permission of the Council. Further enquiries in this respect should be directed to Head of Law and
Governance, North Tyneside Council, Quadrant The Silver Link North, Cobalt Business Park, North Tyneside, NE27 0BY

Date: 26/10/20 Page 1 of 2



Reference: FOI3061

As response above.

When does the current service contract from the current SIEM provider end?
As response above.

When does the current service contract from the current managed security service
provider end?
As response above.

Can you provide the email address of the individual that is responsible for your IT
Security?

As response above.

ICO - breaches:
How many cyber security breaches has your organisation had over the past 2 yrs?

Zero (0)
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